F. No. 01-21/2023-Admn
Government of India

NATIONAL DISASTER MANAGEMENT AUTHORITY
NDMA Bhawan, A-1, Safdarjung Enclave, New Delhi —110 029
Tel. No. 26701700

Sub: Advertisement for the position of Consultants in National Disaster Management Authority (NDMA) on contract basis.
NDMA invites applications from Indian national having requisite qualification and experience for following positions:-
Sl. Name of Postin | No. Educational Post Qualification Experience Max. Age
No. Position Nature | of Qualification Limit
Vaca
ncy
1. Consultant Contra | 1 Essential .- B.E/B. | o 3-5 years of experience in the field on 40 years for
(Information | ctual (©ne) | Tech (Computer | Information Technology & consultant
Technology) Science or IT) with | e Management of Various Govt Portals, E- (In case of
implementation & | office management, NIC Cloud Services retired
operational experience | o Excellent Knowledge in Management of Central Govt.
of managing IT in | Video Conferencing services employee, it
Iarge Organizations ° Website Management shall be as
Desiraple:- M. Tech/ | o Should have knowledge in at least one CMS | Per_ MoF,
MCA (Computer | |ike Drupal or WordPress DoE  OM
Science or IT) . Excellent knowledge in the management of NO. 3
E-office instance 25/2020-
. Experience of managing Cloud Dashboard- EMLA dated
Creation of New VMs, Public IP, Domain Name 09/12/2020
registration, all VM related operations.
. Setting up the SSL Certificates and other web
security related task etc,
o Should have working knowledge on handling
of Govt. Portals like GeM, SPARROW, e-Samiksha etc
2. Consultant Contra | 1 Essential - B.E/B. | o 3-5 years of experience in the field of | 40 years for
(Network ctual (One) | Tech (Computer | Network Management & consultant
Management Science or IT) with | o IT infrastructure with hands on and core | (In case of
) implementation & | experience in Network and Security Products. retired
ggf)re?::a%r::ael ol Exposure in implementing & managing grigtlgl/ece;w&
- different network products like Cisco etc. '
managing LAN/WAN . . . shall be as
in large organizations ° _ Understandlng of various proto_cols, Int_ru_smn per MOF,
P_reventlon systems, Wireless technologies, Antivirus, DoE OM
Desirable:- Firewalls etc ) _ | No. 3-
. M. Tech/ | ®. Strong analytical and troubleshooting skills | 25/2020-
MCA (Computer with strong understanding of standard Network | E |j1.A dated
Science or IT) Designs, Storage and Compute Best Practices and | gg/12/ 2020
e Solutions
. Certification . .
in Network | ® Excellent written and oral communications
Management like | SKills
CCNA
3. Consultant Contra | 1 Essential :- BE/| o 3-5 years of experience in the field of Cyber | 40 years for
(Cyber ctual (One) B. Tech (Computer | Security consultant
Security) Science or IT) with | o IT experience with hands on experience in | (In case of
implementation & | the areas of Information/Cyber Security & Risk | retired
Operqtlonal Management Central Gov’_[.
experieénce of | , Experience in cyber forensic investigation employee, it
managing Cyber methodology. shall be as
Security in  large ) . . .| per MoF,
organizations . ' Structured project management experience in | o OM
deploying cyber security related initiatives, etc. NO. 3.
. Experience in conducting | 25/2020-




Desirable:- infrastructure/network security assessments including | E.lIII.A dated
. M.  Tech/ | red team exercises, penetration testing assessments 09/12/ 2020
MCA (Computer | o Undergone trainings from Cert-In/ NIC etc.

Science or IT) o Government sector experience is favorable

J Certification | for the position

in  Cyber Security | o Security issue related to Website

areas like

CCNP/CEH/ CISSP/

CISA/ CCSP etc.

Remuneration Band 75,000/- -- 1,00,000/-pm for Consultant, Remuneration in respect of retired Central Government employee
engaged as a Consultant shall be regulated as per Ministry of Finance, Department of Expenditure O.M. No. 3-25/2020-E.11I.A dated 09"
December, 2020.

The detailed terms and conditions and eligibility criteria (educational qualifications, age, experience etc) for engagement of above position
are indicated in the Term of References (ToR) of the above position and may be seen on NDMA website at http://ndma.gov.in.

Essential /desirable educational qualifications and experiences will be verified with original certificates.

Interested individuals may send their bio-data in the prescribed proforma available on the NDMA website alongwith statement of purpose
(SOP) in maximum 250 words, recent passport photograph and copies of certificates establishing their educational qualification,
experience to Shri Abhishek Biswas, Under Secretary (Admn.), National Disaster Management Authority, NDMA Bhawan, A-1,
Safdarjung Enclave, New Delhi-110029, Phone No. 011-26701700 within 20 days from the date of publication of advertisement in the
employment news.

Important note: Separate applications are required for each position/discipline (Field). Incomplete application will not be considered.

(Abhishek Biswas)
Under Secretary (Admn)


http://ndma.gov.in/

(1)
(2)
(3)
(4)
(5)
(6)

(7)

(8)
(9)

Application of engagement as Consultant in the National Disaster
Management Authority.

Name

Father’s Name :-

Sex (Male / Female) :

Date of Birth

Age

Recent Passport
size

Photograph

Years.

Category : SC/ST/OBC/General/Any Other (Pls. specify)

Contact Address :-

Permanent Address :-

E-mail :

Phone

Education (College education in reverse chronological order) (Pls add rows if required) :

S No. | Year Degree/ University/ Division/ | Subjects
Diploma Institution GPA
(10) Experience (in reverse chronological order) (Pls add rows if required)
S No. Period Organization / Nature of work | Accomplishments

From To

Total

Institution




(11)  Trainings:

(12) Publications:-

(13)  Awards / recognitions: -

(14) Membership of Professional Bodies/ Associations: -

(15) Retired Government staff (Pls indicate Pay/Pay band) :-

(16) References (Name, Designation, Institution, address, e-mail and Phone Number) :-

(1) : (2):

Date Signature

* Application form is to be submitted alongwith Statement of Purpose (SoP) in 250 words (maximum) and
copies of certificates establishing educational qualifications, work experiences, trainings participated etc.
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Consultant (Information Technology)

ITC/CONS/2022-01

Information Technology

One

Commensurate with Experience and Qualification
Remuneration Band of (Rs 75,000/~ 1,00,000/-) pe
month.

In respect of retired Central Government Employee
remuneration shall be regulated as per the provisions
laid down in M/o Finance, Department of Expendi
O.M. No. 3-25/2020-E.11l dated 09/12/2020.

Initially, for one year (full time) extendable up to three|
years subject to satisfactory performance.

[Upper Age Limit

Upper age limit - 40 years.
For retired Central Govt. Servants, upper age limit|
will be 65 years.

B.E / B. Tech (Computer Science or IT) {|
implementation & operational experience of managing|
IT in large organizations

M. Tech/MCA (Computer Science or IT)

3-5 years of experience in the field on Infnnnati'oni,

Technology &

Management of Various Govt Portals,
management. NIC Cloud Services

Excellent andedga in Management of




-Sﬂﬂﬂﬂ up. wssa.c fific
related task ete,
Should hava mﬁdn

?Emﬁﬂlb

Inme'natiun Technalogy mlated taska of N
Content Management & Upgradation of NDMA
Implementation, Management & Maintenance of N
E- office, Cloud service management and monitoring of|
the cloud resources of NDMA

_ 'AaS‘Bti' in Iach"lt_al ‘evaluations of various

To assist and accomplish various Communication and| 1
Information Technology related tasks of NDMA N
Content Management & Upgradation of Website | .
Implementation, Management & Mamtenance of E- 3
office . v
Cloud service management and monitoring of the doudl {

=4

i)

resource )
Operations & Management related to implementation of
Aadhar Enabled Bio-Metric Attendance Systen
(AEBAS)
Content Management & Upgradation of vanaus_u.‘e{;l
portals/ services e.g. E-Samiksha, LIMBS, GeM,
Sparrow, etc. gl
Management and support on the VPN and Web VPN
through NIC Services

Handling of DA Console for management of nﬂ'f
(Gov) email accounts i
Management of the SMS Gateway R

Provide Technical assist to other Divisions/ on variousf

IT related Projects & |
Provide Guidance to Video Gonfergn@nﬂ: -
Engineers/operators in management of VC's &%
Provide Guidance to NIC Network

.:b-b...-' 2

. 'Fom'm'ﬂﬂﬂﬂ Of mm “h _rl |

for online recruitment of consultants

imiblemantaﬂun of 'wﬂn




Job Description

e « Consultant (Network Management)
T « [TC/ICONS/2022-02

i « Network Management

. « One (01)

emuneration

Commensurate with Experience and Qualification|
Remuneration Band of (Rs 75,000/- 1,00,000/-) per|
month.

In respect of retired Central Government Employe
remuneration shall be regulated as per the provisions|
laid down in M/o Finance, Department of Expenditure
O.M. No. 3-25/2020-E. Il dated 09/12/2020.

Initially, for one year (full time) extendable up to threar:

years subject to satisfactory performance.

[0pper Age Limit:

Upper age limit - 40 years.
For retired Central Govt Servants, upper age limit will

be 65 years.

|Qualmcation

Donlrabia:

implementation & operational experience of mana

BE / B. Tech (Computer Science or IT) gg
LAN/WAN in large organizations

M. Tech./MCA (Computer Science or IT)
Certification in Network Management like CCNA

3-5 years of experience in the fte[d of Natmrk
Management & e il
IT infrastructure with hands on and core expen

Network and Security Products. e kil
Exposure in implementing & managing differen

natwompmdm lhos Ceene '
andir g l:lf vaﬁmls Pfﬂm'
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« Excellent written and oral commur .f'

% « Management of NDMA network
comprising of Leased lines, MPLS, Rot
Firewalls, Wireless network, VPN etc. Mana:
Network operations and security requirements fo
solutions and implement the same
[Roten & Respansininy

» Management network infrastructure comprising o
Leased lines, MPLS, Routers, Swilches, walls
Wireless network, VPN etc i .

« Manage the Network operations and sec &
requirements for the solutions and implement the sam

« Management & installation of Antivirus and its upd
on regular basis

« Ensure the hardening of the network eqmpment
security recommendations

« Defines processes, documentation and Network|
diagrams

- Develop metrics for reporting health of Network and ,’ WA
report on regular basis to management

« Recommend the most suitable network architecture
and define the solution at a high level for spﬁq(_”_
projects of departments = L

« Perform network optimization, analysis and planning for| "v.-‘ .
smooth operations of Video Conferences 4

« Experience in routing, switching, lnad-halanaqﬁ i
firewalls, IDS/IPS, WAN Optimizers, global site
selectors, etc.

« Handle multiple tasks concurrently with strir
timelines

« Coordinate with NIC, MTNL/PGCIL regularly

onsultant (Network Management) will raport to JA
. IT Divison, NDMA.

. __.~_o___ ;F,;t L T AP IRAIR L
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: ToR for the Position of Consultant (G [Cyber Secu il )
Job Description

Consultant (Cyber Security)

» ITC/CONS/2022-03

« Cyber Security

« One
W + Commensurate with Experience and Qualffication]
remuneration Band of (Rs 75,000/~ 1,00,000-) ped
month. et
« In respect of refired Central Government Employees|

remuneration shall be regulated as per the pro
laid down in M/o Finance, Department of Expe
O.M. No. 3-25/2020-E.1Il dated 09/12/2020.

P + Initially, for one year (full ime) extendable up to three| 1
years subject to satisfactory performance. | ;{s
[z « Upper age limit - 40 years. | e
« For retired Central Govt Servants, upper age lii =
will be 65 years. e
a—— « BE / B. Tech (Computer Science or IT) with v
i implementation & Operational experience of managingl
L Cyber Security in large organizations L)
'?_l Deslirablo: '3}'—
& « M. Tech/ MCA (Computer Science or IT) A ;‘
¥ « Cerification in Cyber Security areas like GCNPIW-‘:’-:-’ L
CISSP/ CISA/ CCSP etc. B e
== - 3.5 Years of experience in the field of Cyber Sec “ o
o « IT experience with hands on experience in the ar * o
3h, Information/Cyber Security & Risk Management [ j
‘*:;_ « Experien cyber forensic ation)
. ! ';Q &,
-»: :‘ 5 . ;
_ {;. .
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e - position K Lo i 6
4k « Security issue related to Website
o5 e of NDMA network inir

« Management “neth
comprising of Leased lines, MPLS, R«

Firewalls, Wireless network, VPN etc. Manage |
Network operations and security requirements for thei
solutions and implement the same e

Lﬁi‘ﬂmm‘m

. Protect digital files and information systems -ag:a'_._‘f__ &
unauthorized access, modification and/or destruction. |
« Maintain data and monitor security access. .

« Upgrade security measures and controls. j ip

« Manage network, intrusion detection and prever 0
systems. -'._Q

« Understand latest trends in cyber threats, anticipate Y
security threats, possible incidents and disasters aff
SEs level and suggest measures to reduce their 3

likelihood. _ i
« Be updated about latest cyber security tonh;
measures, be able to recommend and install
O -

appropriate tools. < s
. Perform vulnerability testing, risk analyses and security] -
assessments of Web Portals. | e

. Conduct security audits of Web Portals as per need. | ey
. Analyzing Router, Switches, Firewall rule base focused|

] s

on security. B
- Development of Security Architecture Al
. Database, application, and web server secure design,|

implementation & review ' | o™
. Internal & External Penetration Testing on Networkl

infrastructure (including Servers, firewalls, Routers, 155,

switches, etc) including conducting wireless security|

assessment, cloud security, VoIP assessments. |
. Carrying out Cyber Security Awareness Generation|

« lIssuing of Cyber Security guidelines rec
Cert-In/ NIC time to time

. Assist CISO for all Cyber Security refated activit

e
:
"". ¢
o .
R o
“. —— "'—Ir'-_ -

—[Consutant (Cyber Securlty) Wil report 1o JA (I

2



